O030p yrpo3 ansa MOoOUNbHbIX
NpUNoXxeHUn u nnaTtdcgopm.

Kak ygoOHO 1 MOBUNbLHO NOTEPSATb AEHLIW, BaXXHYI0 MHpOPMAaLINIO U HACTPOEHME .
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O 4yem roBopuTb He byaem?

152-®3
161-®3
382-1
CTOBP
®CTOK-31
ISO/IEC 2700x
ISO/IEC 15408
ISO/IEC 17799

-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
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[ pyCTHbIE HOBOCTU

Knock, Knock, Neo, The Matrix has pwned you

Photo by Sam Taylor-Wood 3
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Evernote n Sony coaé€T «CBOUXY;
TBUTTEPLI NEPBbLIX NML, B3flaMblBalOTCS
Google docs n NTP-cepsepbl ncnosnbaytorca gnd DDoS-artak;

OpenSSL «kpoBoTtounT» (CVE-2014-0160);

KapTbl 6aHkoB 1 pekBn3nTbl goctyna K b0 perynapHo KOMAOPOMETUPYHOTCS,
basbl NO4YTOBMKOB BPOOAT NO CETU

Telegram ysassum!
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OWASP TOP-10:

 BHeapeHue Kkoga

« HekoppekTHasa ayTeHTUMHUKAIUA U YIIPABJIEHUE cecCUel
* MexcauTOBbIN CKPUIITHHT (XSS)

« Hebe3omnacHble IIPsIMbIE CCHUIKH HA 00BEKTHI

« Hebe3omacHast KOHpUTryparus

* YTeuka 4yBCTBUTEJIbHBIX JAHHBIX

* OrcyTrcTBHE KOHTPOJIA AOCTyIA K QYHKIITMOHAJIBHOMY YPOBHIO
« Tloppenka mexxcanToBbIX 3aripocoB (CSRF)

* Hcnosp30BaHre KOMIIOHEHTOB C U3BECTHBIMHU YA3BUMOCTAMU
 HeBasmugupoBaHHbIE peJUPEKTHI
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CmapTdoHam YyTb 6ornee 5 NeT 1 Mbl 0 HUX Marno YTo 3HaeEM

Do you know about Cole Wilson?

“‘Deadman” by Jim Jarmush 6

-------------------------------------------------------------------------------------------------- GROUP-IB GLOBAL CYBER SECURITY COMPANY  coretemmmm it bttt
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Ot koro: Leonid <|leo
Aara: 26 mapta 2014 r., 12:02

Tema: Re: gokymentsl no [ KGR
Kowmy: Dmitriy | @< oup-ib.ru>

g_ Evgeny [ <<=+:> I
A

Hobpbii geHb!

Buepa zanyctunu npunoxeHue Ha Android co BCTpOEHHbIMKM NOKYNKamK (3KypHan, nognucka):
https://play.google.com/store/apps/details ?id = lfcr_android.mag

Cnomanu cpasy xe:
http:/fjoxi.ru/FogyU_3JTJAaRNKM
Ccbinka Ha nocT:

http://vk.com w=wall-387766 6328528

Bonpoc Amutpuio, ectb onbIT 6opbbbl ¢ TakKMMK BeWaMK, 4TO MOXHO caenatb?

GROUP-IB GLOBAL CYBER SECURITY COMPANY
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Makcum ANUCenKo

MBaH XpomMoB

MaKcuM, WM CKaYMBaeTCR?

OTBETUTL

Makcum Anucenko

ABaH, KaxK BMAaWLlb

aHy | OTBETUTD
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Top 10 Mobile Risks (OWASP?).

* HepocTaTo4HO 3alUULLEHHAA cepBepHast YacTb NPUNOXEHUS;
« Hebe3onacHoe xpaHeHMe AaHHbIX;
« HepocTaTouyHada 3awmnTa gaHHbIX NpU Nnepenadye;

« HenpegHamepeHHas yTeuyka AaHHbIX

 HepocTtaTo4Has aBTOPU3aLINA U ayTeHTI/ICbI/IKaLI,I/IFI

* Yassumas peanusauusi LLMPOBaHUS;

* KIHbekymn Ha KNUEHTCKOW CTOPOHE;

« [lony4yeHune gaHHbIX OT HE4OBEPEHHbIX MPOLECCOB;
« HeBepHasi obpaboTka ceccuum;

« QOTcyTCTBME 3aLUNTLI UICAOSTHAEMOrO Koaa.

*https://www.owasp.org/index.php/OWASP_Mobile_Security_ Project#tab=Top_Ten_Mobile_Risks 9

-------------------------------------------------------------------------------------------------- GROUP-IB GLOBAL CYBER SECURITY COMPANY  coretemmmm it bttt
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Group-I1B TOP 10++

« OTcytcTBME 00pyCcKkaunm Kkoaa;

« HepocTtaTouHasa npoBepka 4OBEPEHHOCTU cpeapbl;

* HekoppekTHasa paboTta ¢ CUCTEMHbIMW JTOraMun N KELLEM,;
« OTCyTCTBUE KOHTPONS NEPEKPLITUA AKpaHa;

e OTCcyTCTBME TEXHUK NMUHHUHIA CEPTUCDUKATOB;

« «beccmepTHLIE» Ceccuu;

« [lpenckasyembie NOeHTUPUKATOPDI;

« HekoppekTHasa pabota co ckpuHwoTamm (iI0S);

* [lpeHebpexeHne WndpoBaHNEM;

« HekoppekTHOe yaaneHne nHdgopmaunu;

* YTeuyku Yyepes gonosiHUTeNbHble annapaTHble CPeaCcTBa;
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GLOBAL CYBER TY COMPANY

Group-IB TOP 10++ B

4 account

AccountDetailsFragment
AccountListFragment
AccountSettingsFragment
« OrTcytcTBME 00pyCcKkaumnm koga oo e
Loan5cheduleFragment
protected void onJsonResponse(int tag, JsonElement response) {

int v7 = 2131492888; // R.string.alert info 4 atm

int v6 = 2130837675; // R.drawable.ic dialog info ATMInListFragment

int w5 = 17039370; ATMCnMapFragment

Cbiject w0 = this.gson.fromJson (response, GS5CHPaymentCheck.class): LiztAndMapFragment

StringBuilder vl = mew StringBuilder():; 4 payment GLomL crees secutmy comran

vl.append( ( (E50HPaymentCheck) v0) . response) .append ("\n") ;
if ({ (GSCNPaymentCheck)v0) . response.equals ("AGoHeHT HaiieH")) {
wvl.append ("DogTEepoMTE?") .append ("") ; PaymentFragment
new LlertDizlogfBuilder (this.getfctivity()).setMessage (vl.toS5tring()) .setCancelakble (false) PaymentHistoryFragment
.setlcon(ve) .setTitle (v7) .setPositiveButton (v5, new Dialoginterfacesonl
[BIN

PaymentConfirmationFragment

PaymentHistoryListFragment

PaymentListFragment
public woid onClick(DialogInterface dialeog, int whichButton) {
dialog.dismiss(); PaymentTenplateFragment
if {!PaymentFragment.this.cbfave.isChecked() ) { PaymentsTabFragment
PaymentFragment.this.requestJ50N (0, 0, HITPGEICreator.paymentConfirm(PaymentFragment ServicelListFragment

.this.service.getId(), PaymentFragment.this.ids, PaymentFragment.this
.params, PaymentFragment.this.accFrom.getId(), PaymentFragment.this.

amount, PaymentFragment.this.cbhbSave.isChecked(), PaymentFragment.this
.etTemplateName. getText () .toString () ) ) HistoryTransaction

TemplatelListFragment

4 template

} TemplateFragment
else {
PaymentFragment.this.requestJSCH (0, 0, HITPGETCreator.paymentConfirm (PaymentFragment

4 transfer

.this.service.getId(), PaymentFragment.this.ids, PaymentFragment.this TransferZBAFragment
.params, PaymentFragment.this.asccFrom.getId(), PaymentFragment.this. Transfer20therBankFragment
amount, PaymentFragment.this.cbhbSave.isChecked(), PaymentFragment.this TransferhccountsFragment

.etTemplateName.getText () .toString()}); TransferHistoryFragment

TransferHistoryListFragment

}

}) .setNegativeButton (17039369, new DialogInterfacesCnClicklListener() { TransferInsideBankFragment
public void onClick({Dialoginterface dialog, int whichButton) { TransferlistFragment
i TransferTemplateFragment

}).create() .show(): TransferTemplatelListFragment

TransfersTabFragment

VcxXomHBIN KOJT JIETKO YUTAETCA, UMEHA (PYHKIIUN ITOKAa3bIBAIOT UX
(byHKIIMOHAJI IPO3PadHO JaKe JIJ1s1 HEIIOATOTOBJIEHHOTO MOJIb30BaTE s, 1

-------------------------------------------------------------------------------------------------- GROUP-IB GLOBAL CYBER SECURITY COMPANY  coretemmmm it bttt
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« Hanunuune obdyckaumm koga
File Edit Action Window Help Manifest  |Resources |Certfficate | Assembly | Decompiled Java 5 - Strngs | Constants | Notes |
EH /B CVYAPOU XN LXK
4 aazaaa * || Manifest (Re;ource; (CEI'tIfICEtE (Assemb\y (Decomp\\EdJava g Strings ]Constal wh]l:‘:::‘::)u: f
azaunu } case 0: {
aauaaa goto label
aauuaa private HoopURLC ction bII0429M042SMMM () throws Exception { :‘,ase 1t
aauuau Connection w0_3: goto label S4;
aauuua label Z: 3
aauuuu switch(1l) { }
auaaaa case O: { i
goto label 2;
auauaza - label 54:
auauau } this.ba043004302a04300430 (arg8.b0436043604360436X043 6X (mmumpp . 20436043604360436x0436xm (v0, v1, v6)));
R case 1: { this.ba043020430204300430 (arg8.b0436043604360436x0436x (mmmmpp .mb_string_decrypt ("iascosTsashmh i,
break: "1, '8Y, '\m00oo')));
auuaua ¥ this.baaaa043004300430 (arg8 . broex0436m0436x (nnompp . a0436043604360436m0436m (" °B«3 \n0097 =T \ud098; = =",
auuauu defanlt: { %', *\md000'}));
aunnaz 1abel 3: this.b043022a043004300430 (arg8 . basm043 €m0 43 6= (nmnmpp . a0436043604360436x0436m ("841€46E1 GEGHGAiRECEAD ",
— 'O', '\ud000')));:
auuuua switch (0) { 3 Aw m
auuuun case 0: {
Dbbbbbj goto label 5; public void b0417041733304173(String argd) {
3 label 2:
bbb?:_lb case 1: { (%) switch(0) {
— == AMeHa HKIINMH1 1 CTPOKU
bbbiij ;
H
bbbllb defanlt: { case 1: {
= HIN(PPOBAHBI, 100ABJIEHbI
bbibbj ¥ bl
bbib3] ¥ gemmmiEr €
: IIYCTBIE IIEPEXO/IbI, KO
pblbbb ; 9 ase 0i ¢
Pblbbl goto label 2;
label 5:
Eelbll switen(0) ¢ «OTpaBJIEH» U €r0 U3y4CeHHEC
bbllbl case 0: { goto label 5;
bb1111 goto label g; !
e ' OCJIOXKHEHO Jake JUId "
3 } I[ H goto labe
bibbbj case 1: {
bibbib goto label 5;
) 1IpogeCcCUOHAIBHOTO ayAUTOpa
}
bibiid
bjj.l.?J.J while (true) {
b33333 switch(0) {
blbbbl case 0: {
blbbll goto label

GROUP-IB GLOBAL CYBER SECU

RITY COMPANY
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Group-I1B TOP 10++

« HepocTtaToyHas npoBepka JOBEPEHHOCTU cpeabl;

poblic static boolsan findBinary(String binaryMsms) {
Bealaan vl = falsar
if (0 == O} §
ering] w0 = mew Sesing[]{=/abins®, "feystasSbin/®, "/ systes/xhin/®, */dataflecal/sbinS®,
=fdataflocal fbind™, =/aystesSad/xbing™, =//systes/bin/failsafs/", " data/localf=);
int ¥3 = w0, laagth;
int v2 = 0O
whila(v2 € +%) {
if(new File(wl[v2] + binaryMame) .exiaca(h)d |
vl = troar

1

e ¢ Hanuuue root-npas npoBepsieTcs

sawl:

contimmer

: BCEro OJHUM CIIOCOOOM.
, DTOTO MaJIO

retorn Splash.findBinasy("sa”):

public void onCreate(fundle savedInstanceState) {
long w2 = 50002
s A activity.Splashil w5 = nmll;
float v = 10£;
super.onCraste (savedInscanceState) r
this,ahashetionBari) &
this.sstContencView (21 30903063)
FragmentTransaction 7 = this.getSupporsFrageentianager () .beginTransaction() s
w7.8dd (2131361882, mew MainFrageenc(}):
o eommdt (i
if (Splash.isfoczed()) {
this.slertbox|{"", "");:




et
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Group-1B TOP 10++

Boolaan vl = fa

Heﬂoc
TaTO4H
asd npoBepka 4OBEPEHHOCTU
| cpeabl;

-— —

e ultimate securt

-
ty vulnerability datasource

Jn Reqister et PasSWOC Activate Account

jome ~
e Google » Android » 404: security Vulnerabmt\es
(endors Ccpe Narne:.:pe:/o:google:sndro:d:d.o.d
e cvsS Scores Graster Than: © 2 B %8 ¢ 789
M—Mﬁﬂ rabilith D Sort Results By : CVE Mumber pescending CvE Number Ascending cvss Score Descending number Of exploits O
Julnerabilit 1AD)
;ports * Copy Res Its nl R Select Table onat e secun
u;g_s;sﬁs»&sm F CVE D cwelD  #of Exploits Vvulnerability Typels) publish Date update Date score S
) £ tr
Mc igtriputiof 3 ;'15—201-11939 Yy Exec Code 2014-03-02 2014-03-04
sarch =
Jendor rch java ar\drovd’.\ebkﬁ_‘E'owserFrame.)ave n Android pefore 4.4 uses the add)a»asmpum:n‘uce APL In conjunctio
5% eh java code bY Jeveragingd access to the searchacuavaandge_ interface at certain Android APT levels
Jersion Search 2 gyg-zg;;#y; 200 +1nfo 2014-04-2% 2014-04-30
fuinerabill rch Android before 4.4 does not properly arrange for seeding of the OpenSSL PRNG, which makes it easier for attact
= peference: apphcanons
50
w SO 3 gvg-;f‘,;g-7}7g 210 2014-04-29 2014-04-30
endors
N jor Cuss Scores The engineNextBytes function in classhb,‘mndules.‘se:unw’5':‘mam’)ava‘cnmmon’c'g‘apeche'harmcny
b 45—9—-5‘9’—2’5— Apache HarmenY through 6.0M3. 2% used in the Java Cryptography Architecture QCA) 17 Android before 44 and
’—M ” 2 makes it easier for attackers 1© defeat cryptographic protection mechanisms by |everaging the resulting PRNG P!
pr Jersions 4 QWL 264 Bypass 2013-12-14 2013-12-18
her * Android 4.0 through 4.3 allows attackers t© bypass intended access restrictions and remove device locks viaa¢c
Ncroso sylletin: corn.andv‘c\dvsct(mgsvChcoscLockG:her\c class with the FASS‘-".‘ORD_QUALlTY;\JNS:EC!FlED option-
r 3ugirag Entst s ;~,:g—;c;34-:757 310 Exec Code 2013-07-0% 2013-10-11
P’ nition:
A & Android 1.6 Donut through 2 Jelly Bean does not u'cce'ly check cryptograpmc signatures for apphcaucm;, whic
pub M = in a way that does not violate the crvpmgrapmc signature: crcbab\y involving multiple entries in 2 zip file with th
iﬁ@s’[ pug 8219321 and the "Master Key" vulnerability:
.X‘E Help
AQ 6 CVE-2013-4730 29 oS 2014-03-02 2014-03-10 A Be
snicles Android 3.0 ¢hrough 4.1.% °° pisney Mobile: eAccess, KDDL/ NTT DOCOMO, softBank, and other devices do% nc b He OB
rernal Links © methods of 1av2 P bjects or cause @ genial of service (reboot) via @  -afted web page: 25  emonstrated by use © epeHHa}I
D website 7 CyE-203 2-a222 29 DoS 2012-11-30 2013-10-1% a3 cpena
s Weh S —
drivers/ gpu/msm/kast-C in the Qualcom™ Innovation Center (Quic) Graphics «GsL kernel-mode driver for Andf 3 I O
w CVE * application that uses crafted a'guments in a local hgsl‘loctl call

—

Lee) 8 g',ﬁ-gg;:«‘-zgg 189 DoS Exec Code overflow 2012»11-30 2013-10-11 6.8
.g-t CvE-2009-1234 o7
10-1234 oF 20101234)

Integer overflow 0 d|aqchar4co.—e.: in the Qualcomm 1nnovation Center (Qu\C‘,l Diagnostics (aka DIAG) kernel-f

He TOJIBKO

root. Cra

c0O : pas Bepcu
OJIBIITUM KOJINYECTBOM p A OC

yo
yOJIUYHBIX YA3BUMOCTEH —

Taxx
€ I10BO/ 3
aayM

denial of service V12 an application that uses crafted arguments in 2 local diagchar_ioct! call.

ew BID : o CyE-2012:4220 pos Exec Code 2012-11-30 2013-10-10 6.8

= diagchar_core-€ 1 the Qualcom™ Innovation Center (QuIC) Diagnostics (ak2 DIAG) wernel-mode drive for And
(incorrect pointer dereference) Vi2 an application that uses crafted arguments in 2 \ocal diagchar_ioct! call.
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* HekoppekTHasa paboTta ¢ CUCTEMHbLIMU JTOraMun N KELLEM,;

B Bt few Help

20T4-12-17 1724038246 | 31930/ System.out: 3 +7[ 2)711
2014-12-17 17:43:38.246 1| 31930/ System.out: 3 3
20T4-12-17 14038.246 | 31930/ System.out: 3 +7[i 20715
201 4-12-17 17:43:38. 246 | 31930/System.out: 12 12
2014-12-1F 172470238, 246 | 31930 5ystem.out: 12 +7] 215 -
20014-12-17 17:43:39.277 E 1085}wpa_supplicant: A trl_ifai - hexdump
Z0T4-12-17 17:47:39.277 E THESpwpa_supplicant: 1494 e 47 4c 51
2014-12-17 17:43:39.277 D 1885/wpa_supplicant: Co mand  cebeed: SIG
2014-12-1F 17:43:39.277 D 1885%wpa_supplicant: nlt 211 5 vey data m
20141217 17:43:40.568 D 21 10Mabvilem: GC_FOR_ LLOC ed T10K1
Z0T4-12-17 17:ATA0LG28 | 31930/ System.out: 00
20141217 1AL A0628 1 11930 Syetem.out: 30
Z014-12-17 17 A140,628 | 31930/ System,out: 3 +[70 7153
201 4-12-17 17:43:40.628 | 31930/System.out: 3 3
Z0T4-12-17 174040626 | 31930/ Sy stem,out: 3 +7[702 153
Z014-12-17 17440628 | 31930/System.out: 13 13
20141217 1440628 | 31930/ Systemoout 13 +7(7 1716 |- |
201 4-12-17 17:4:40.628 1| 31930/ System.out: 14 14
20141217 17:47-40.748 D 2110fdaivkwm: G FOR.  L0C 1 ed 715K, 1 C i
-12- P || L H d (I
2014-12-1F 17:4:40.858 | 31930/ 5ystem.out: DD I/ICTeMHBIH JIOI‘ coﬂepmHT
Z014-12-17 17:43: 40,858 1 31930 System.out: 30
2014-12-17 17:43:40,858 | 31930{System.out 3 +7[71 JF15-3] MHOZKECTBO OTJIaAOYHBIX JAaHHBIX
201 4-12-17 17:43:40.869 1 31930/System.out: 3 3
20141217 17:4 340,869 | 31930 System,out: 3 +7[7 171531
Z014-12-17 17:43:40.869 | 31930/System.out: 15 15
20141217 17:43:40.869 | 31930 System.out 15 +7]0 217153 1
Z014-12-17 17:43:41.043 D 21100 dalvikvm: GC_FOR_ LLOCF = 710K 1
20141217 17:43:41.129 1 31930 System.out: 00
201 4-12-17 17:43:41.139 1 I1930/System.out: 30
2014-12-17 1724341139 1 31930/ System.out: 3 +7[71 |75 n
Z014-12-17 17:43:41.1 39 1 I1930System.out: 3 3
Z0T4-12-17 174241139 1 31930/ System.auls 3 +7[71 P15
201 4-12-17 17:43:41.139 1 31930 System.out: lﬂ
2014-12-17 17:43:41.139 1 319300 5ystem.out: 1R +7] ;.i T15-31-14
2014-12-17 17:47:41.739 D 21100 dabvilkom: GC_FOH s recd T18K. 1
20141217 17:43:42. 270 E 18685pwpa_supplicant: FiX cirl_ilace - hexdump,
20141217 1AL 42.270 E 10085fwpa_supplicant; 53 49 47 4e 41 4c 5 15

AATA 19 1F 1F-d0 a9 9T M 10804 ma muan LR S T e A T
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« OTCYyTCTBME KOHTPOISA NEpPeKpbITUA IKPaHa;
T4 #05] 2:36

LTI

Popup Stopwatch

@ WHTtepHer >

WuTepHeT goma, JET (MHTepHeT 3G),...

OHnaiiH Urpbi
World of Tanks, Perfect World,... > . m m .

P.
K;::: eKc>pray, [MponoHraums Kpeaumr... > [~ BOBMO)KHOCTI)
WHdopmaLMOHHbIE CepBRUCHI > START' STOP RESET' HeperblTHH 3KpaI_Ia'
Koneca, Kpbiwa, MHdo-Llec ,ZUIH q)I/IHaHCOBOFO
IIPUWIOXKEHUA —
3aperdcTpHpOBaTLER HpeCTyTIJIeHI/Ie

0 O 16




|GROUP|iB|

3almLLEHHbIE MecceHaKepbl

-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
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3aluLleHHbIe TenedoHbl
N KOprnopaTUBHOE UCIMOSb30BaHMNE

------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
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TokeHbl U MPOS

DIRECT
CONNECTION

M CORTEX-M3
PROCESSOR

AR
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JlnHerka NpoayKTOB ANs NMPOaKTUBHOW 3aLLUTbl OT KNbepyrpos

Bot-Trek Intelligence Bot-Trek TDS

< &

Bot-Trek Secure Bank Bot-Trek Secure Portal
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AHppen
BpbI3rvH
+7 (495) 984-33-64 1100.511

+7 929 597 1223
bryzgin@group-ib.ru
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